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Technical Notes, Setting Logger Permissions for eProfiler

Introduction

Additional users and associated permissions must be set in order to use the eProfiler client service.

Instructions for Windows XP and Server 2003 (Windows7 and Server 2008 on page 5)

The following instructions will guide you in the process to set the proper permissions to use eProfiler in
Opendiem™.

1. Locate the folder which contains your logger .mdb files and choose Tools > Folder Options from the top

menu. You can also change these settings from the Control Panel, Appearance and Themes, Folder
Options.

[ EETC Demo Project =] E3

Flle Edit Wiew ngor\tmelp ‘ "
€ JEEs D jr | /‘ ) Search Folders .:H} ljl:\ x n ‘ El-
Address I_} Ci\Documents and SettingsiadministratoriMy DocumentsiEETC Demo Project j a GO
[Mame = | Size | Type | Date Modified |
) 5creens File Folder 21212011 12:09 PM
)b File Folder 12/17/2010 11:07 AM
nccesslogtest.mdb 33,192 KB MDE File 2/2}2011 3:51 PM
Accesslogtest.mdb.bak 32,536 KB BAK File 2/1j2011 11:59 PM
@alarms_ZUlDlZl?mdb 416 KB  MDE Filz 2/2/2011 6:55 AM
I@.\?\LPH.\T\_.\?\L.\’uRI\"!S_ZDID1217.cs\d 1KB  Microsoft Office Exc...  12/17/2010 8:48 AM
I@.\?\LPHF\_LOGGER_ZD10-12-17 3KB  Microsoft Office Exc..,  12/17/2010 §:48 AM
EETC?Demo.asnfxxx 356 KB ASN_xRx File 12/17[2010 12:04 PM
EETC_DemU.Idb 1KB LDBFile Zi2/2011 627 AM
" EETC_Demo.oproject 392 KB Opendiem Project File  2/2/2011 3:00 PM
S08 KB EBAK File 2{2/2011 6:26 AM

81,220 KB MDE File 2/2/2011 3:51 PM

79,464 KB EBAK File 2{2/2011 12:59 AM
| Loggerantnn625.Idb 1KB LDE File 2/2/2011 3:51 PM
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2. Click the View tab, and then click to clear (un-check) the “Use simple file sharing [Recommended]”
check box in the Advanced settings window. We need to use more advanced file sharing.

Folder, Options

| General| iga | File Types || Oftline Files|

Falder wiews

You can apply the view [such az Detailz or Tiles] that

(e yoL are uging far thiz folder ko all folders.

Apply to Al Folders [ Beszet All Folderz ]

Advanced settings:

[] Launch folder windows in a separate process
I Managing pairs of Web pages and falders
(*) Show and manage the pair as a single file
) Show both partz and manage them individually
() Show bath parts but manage as a single file
Remember each folder's view zettings
[] Restore previous folder windows at logon
[] Show Contral Panel in by Compter
Show encrepted or compressed MTFS files in color
Show pop-up dezcription for folder and desktop items
R L== simple file zharing [Fecommended)

[>

E4]

[ Reztore Defaults ]

k. ] [ Cancel ] [ Apply

]
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3. Now back to the folder containing the .mdb files, right-click on the .mdb file and choose Properties,
then click the Security tab. **Note that this step must be repeated for both the .mdb file and the

folder which contains it.**

Logger20100625.mdb Propetties EHE

General Security | Summar_l,.ll

Group or user names:

ﬂ Adrainiztrator [DELLTA-31 008 &dministrator)

m Administrators [DELLTA-3100%4dminiztratorz)

£ ASPNET Machine Account [DELLTA-3100VSPHET)

ﬂ Internet Guest Account [DELLTA-3T00MUSE_DELLTA-31...
€7 SYSTEM

Bemaove |

Pemmiszions for Intemet Guest

Account Al Deny
Full Cantral O
Modify O
Read & Execute O
Read O
wirite O
Special Permizzions O O

For special permizsions or for advanced settings, Advanced |
click Advanced. =

(1] | Cahcel | Lpply

4. Next we will add two (2) user names, ASP.NET Machine Account and Internet Guest Account, both of
these accounts will get “Allow” permissions checked as shown above. Note the format for the ASP.NET
Account is ASPNET, and for the Internet Guest Account is IUSR_pcname . Repeat this action for the
folder which contains the .mdb file(s).

Select Users or Groups

Select this object type:

EH Select Users or Groups

Select this object type:

IUserS, Groups. or Built-in security principals

Fram thiz lacation:

Object Typez... |

Fram thiz location:

|DELLTA-31 0

Enter the object names to select [examples]):

IUserS, Groups, or Built-in security principals

Object Types... |

Locations...

|

|DELLTA-31 0

Enter the object names to select [examples]:

Locations... |

DELLTA-31OMASPNET

Advanced... |

LCheck Mames I

DELLTA-300MUSE DELLTA-3100]

oK | Cancel |

P

Advanced... |

LCheck Mames I

oK | Cancel |

4

5. Enter ASPNET into the text box and click “Check Names”, if entered correctly Windows will fill in the full

and correct name.
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6. Enter IUSR_pcname into the text box and click “Check Names”, if entered correctly Windows will fill in
the full and correct name.

7. Ensure the correct permissions are set via the Opendiem Engine, Security Tabs for authorized users.

Instructions for Windows7 and Server 2008 begin on the next page
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Instructions for Windows?7 and Server 2008

The following instructions will guide you in the process to set the proper permissions to use eProfiler in
Opendiem™.

Note: As part of the Opendiem installation process (setup.exe), the appropriate permission levels are
assigned for all folders required by Opendiem’s Engine, Designer, and Connect Services. If users create
their logger database within the default folders (folders created by Opendiem during the install), no
additional permissions need to be assigned, and the eProfiler Client Service should operate properly if it has
been purchased and licensed on your system.

If you receive a “DBConnection” error when attempting to run “Data Profiler” from WBC you will need to
follow the instructions below to invoke the appropriate security settings.

1. From the Windows Start Menu, choose “Administrative Tools” > “Internet Information Services (IIS)
Manager”. The following menu will appear, expand the “Connections” window tree until you see “Default
Web Site” and click on the “Default Web Site. Next, from the “Actions” window on the right, edit “Basic
settings...”

Ej Internet Information Services (%) Manager EI@
@ ) [@ » PC » Sites » DefaultWebSite » | @ -
Eile  Wiew Help
Connections R Actions
= @ Default Web Site Home
=] & Explore
R E - N .
4 j I)’ffznd‘m.fﬂalgs ‘ Pl . Go - [k Show All | Graup by: Area - - Edit Perrissions...
o [of Application Pools -
405 Sites ASP.NET P Edit Site
4D Default Weh Site 2 4 F'\ [N
— i B - “ | NP D Basic Settings..,
b eprofiler HET MET MET Errar MET - METProfile  MET Roles View Applications
. Aythorizat., Compilation Pages Globalization . | . .
vl graphs B Wiews Wirtual Directories
> ] images d i == — —_—
b img ‘;*‘ [E] 2 Y ab| %&1’ u_:l Manage Web Site -
s JMET Trust NET Users  Application  Connection Machine Key  Pages and > Restart
5 o.m_docs Lewvels Settings Strings Contrals
Y
[2¥ opendiem @ B Stop
" RadCaontrols t,:‘?n % j E i
= ’ = Browse Yeb Site
| reports Prowviders  Session State SMTP E-mail — N
, 53 scomp 8| Browse *:80 {http)
» [ b s Advanced Settings...
» [ F ZoneDial J - Configure
) r —
o) = ) =) iy =
'».* L Té.' (/] L; <-':71 Lirnits...
Authentic... Compression  Default Directory  Error Pages Handler @ el
- . ) Help
Docurent  Browsing Mappings
- . . Online Help
= 7 B = M 7
= & @ »F &
HTTP ISAPT Filters Logging  MIME Types  Modules Qutput
Respon... Caching
= [
Request  S3L Settings
Filtering -
. 2 Content VWiew
Reachy o
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2. From the “Edit Site” menu, click on “Connect as...” and make sure the choice is “Application user (pass-
through authentication)”.

|1 - L TCAAIL WY B P 1T
- Edit Site (% | =]
Site narme: Application pool: —
Default Wifeb Site DefaultéppPool Select..,
=
. 0
Physical path:
CAProgramDatabBuilding Clouds\Opendiemebsite
Pass-through authentication ];_:
3
I Connect as.., I ’ Test Settings.., 0
(0] 4 ] ’ Cancel ]
Connect &3 , x|
Path credentials: —
ath credentials “#_I
() ZSpecific user: <
Es Handle
| | Set.. Fappin
@ Application user {pass-through authentication) i_;o
Cutpu
I ] I l Cancel ] Cachin

ESE
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3. Click “OK” on both menus and then double-click the 1IS “Authentication” icon as highlighted below.

5 Intemet Information Services (IS) Manager ===
6@ [@ ) pc » Stes » DefaultWebSte » | < 5@ -

Eile View Help

Connections i Actions
0 Default Web Site Home
L] B Eplore
< ite Na = ?
493 pC and Site Name Filter: - BBGo - Gyshow Al | Group by: Area -B- Edit Permissions...
2 Application Paals Edit Site
4 -a] Sites ASP.NET E -
€D Default Web Site = & N & F 12N indings...
. bin ) © 4] 0 s 2 B Basic settings..
o eprafiler MET MET MET Error NET  NETProfile .MET Roles e Ao
. Butharizat.. Carpil Pages  Globalization ! )
» [ graphs Wiew Virtual Directories

b images 3 = . - e T
= imgg é% Es_) = [}14 ;lj Manage Web Site (2

b B s METTrust  NET Users  Application  Connection Machine Key  Pages and 2 Restart
p B om_dacs Levels Settings Strings Cantrals b Star
o[ opendiem & B Sop
» -1 RadContrals .!Lf) = E Browse Web Site
» [ reparts Providers  Session State SMTP E-mail — A
b8 scomp Erowse *:80 (http)
oo whe = Agdvanced Settings..
» (¥ ZoneDial P
W "ﬂ .nn igure
(V] A 4= Limits...
Authentic.. Fompression  Default  Directory  ErorPages  Handler @ el
Document  Browsing Mappings
i Online Help
B e 5
2 9 B = M ¥

HTTP  ISAPIFikers  Logging  MIMETypes  Modules  Output —

Respon.. Caching

=

o=

Request  SSL Settings

Filtering -

= Features View | 2 Cantent View
Ready &

4. Right-click on “Anonymous Authentication” and choose “Edit...”, next Set “IUSR” as the “Specific user”.
5. Click “OK” and your permissions are set.

0 Authentication

Group byt Mo Grauping -

o

Marme Status Response Type
E.i\nonxmous Authenticatinn Enahled ;
ASP.MET Impersonatig Disable
Forrms Suthentication | Edit... | HTTP 302 Login/Redirect
@ Help \
Online Help

Edit Anonyrmous Authentication Credentials E

Anonymous user identity:

@ Specific usen

IUSR Set..,

() Application pool identity

| ook || concel |
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Notes:

Version 5.00 November 2010

All Rights Reserved. Copyright © 2010 Building Clouds. Information contained in this document regarding device applications is intended through
suggestion only and may be superseded by updates. No representation or warranty is given and no liability is assumed by Building Clouds, Inc. with
respect to accuracy or use of such information or infringement of patents arising from such use or otherwise. Use of Building Clouds products as
critical components in life support systems is not authorized except with expressly written approval by Building Clouds. No Licenses are conveyed,
implicitly or otherwise, under any intellectual property rights.

All Trademarks mentioned herein are the property of their respective companies

Building Clouds
3229 Whipple Road
Union City, CA 94587

Email:_support@buildingclouds.com
http://www.buildingclouds.com
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